
 
 It is often easier to reach consensus on broad public policy 

goals than to find agreement on how to achieve those goals. How do you 
design an effective program to achieve those goals and gain support for a 
chosen set of interventions? This article highlights a few techniques that 
may be helpful, drawn from a project that sought to recommend solutions 
to address a known public need. 



 

This article draws from a project performed for a 

government agency charged with closing the cyber 

workforce gap in the United States. The agency had 

a preferred solution but wanted to understand how it 

could be implemented effectively and fit into the 

ecosystem of existing programs and services. The 

team charged with recommending an approach was 

given latitude to identify and analyze options for a 

program design.1  

This project had a succinct problem statement: 

What government interventions would effectively 

increase the size of the cyber workforce to close the 

gap with unmet demand?2 This was an effective 

problem statement for two important reasons. 

First, the problem statement set appropriate, high-

level bounds for identifying interventions that 

would be in scope for consideration. This project 

was about increasing the size of the workforce, 

which ruled out other ways of closing the workforce 

gap, such as by reducing employer demand with 

automated tools. Further, the team was focused on 

solutions a government agency, rather than a pri-

vate sector entity, could implement. 

Second, the problem statement was outcome-

oriented, rather than solution-oriented. A wide 

array of potential program approaches could satisfy 

this outcome, including novel ideas that may not 

have been considered originally. Increasing the size 

of the cyber workforce is a desired outcome, not a 

solution. A problem statement that specifies a solu-

tion, like “How might a program increase interest in 

cyber among high school students?,” constrains the 

available options, perhaps too narrowly. 

At first glance, these two factors seem contradicto-

ry. A good problem statement both constrains, and 

broadens, the options to be considered. The trick is 

to find a balance and limit the options by what’s 

achievable, but not based on an assumption of how 

the ultimate goal should be reached. 

The team relied on three methods to identify options 

for constructing a program to increase the size of 

the cyber workforce. The first method was to ex-

plore the preferred solution that the client agency 

had identified. Two other methods were effective in 

expanding the set of options. 

First, the team surveyed existing programs and 

services targeting the same problem. Some ap-

proaches that were identified, such as apprentice-

ship programs, added to options under considera-

tion because they had not been widely adopted in 

the U.S. Research uncovered existing programs 

that helped to limit or rule out certain options.  

► Use well-defined problem statements to se-

lect potential interventions relevant to your mis-

sion and rule out those that aren’t. 

► Survey what others are doing to understand 

what interventions are working, build on effective 

program models, and avoid duplicating efforts. 

► Look to the past for potential options based on 

what worked well, and what didn’t, to address 

similar challenges. 

► Explore a wide variety of options to strength-

en your program design, including options that 

run counter to working plan. 

► Model the problem space to understand influ-
ence points and gain better insights into what 
interventions may be the most effective.  

1. The author led this team with a previous employer. 

Clear Mission Consulting, LLC, was not involved in the 

project. 

2. For more on the cyber workforce gap and some exam-

ples of existing efforts to address it, see James Lewis’ 

excellent piece published by the Center for Strategic & 

International Studies.  

https://www.apprenticeship.gov/apprenticeship-industries/cybersecurity
https://www.apprenticeship.gov/apprenticeship-industries/cybersecurity
https://www.csis.org/analysis/cybersecurity-workforce-gap
https://www.csis.org/analysis/cybersecurity-workforce-gap


For instance, the team found that cyber curriculum 

guidance was available and supported by influential 

institutions. This meant that a new program would 

be most effective by supporting existing curriculum 

guidance, or by avoiding the topic entirely.  

Second, the team looked to past approaches for 

addressing similar challenges to understand what 

had and had not worked. In this case, the range of 

responses to the shortages of nurses, machinists, 

and other skilled positions during and just after 

World War II were informative. Many past interven-

tions had parallels in responses to today’s work-

force shortages, such as concerted efforts to recruit 

women into the workforce. Others programs, like 

government-run job training schools, suggested ap-

proaches that would be novel in the cyber realm. 

The primary goal of these explorations into current 

and past interventions was to develop a set of op-

tions worth exploring for a new program. A second-

ary benefit, however, was learning along the way 

which approaches had been successful, which had 

not, and what the points of influence were. 

After identifying program options that could be pur-

sued, it is necessary to evaluate what interventions 

would most effectively accomplish the public benefit 

goal. However, public benefit programs can take on 

wildly different forms. How does one even compare 

alternatives like normalizing the language used in 

cyber job postings to an approach aimed at making 

portrayals of cyber workers more realistic in TV and 

movies? To tackle this challenge, the team devel-

oped two simple models of the problem space. 

The first model identified points of influence in 

the experiences of the intended constituents of 

the program. For this project, the team modeled a 

“pipeline” of individuals who could become (or re-

main) cyber workers. The model included key points 

in an individual’s professional development: their 

choice of electives and post-secondary education or 

training in high school, internship or apprenticeship 

opportunities, the job hunting and application pro-

cess, career re-training opportunities, etc. Each of 

these was an influence point – a choice that helped 

determine whether an individual would become or 

remain a cyber worker. The team organized pro-

gram options according to how they might intervene 

at each of these influence points. An added benefit 

was that identifying the influence points also in-

spired ideas about interventions that had not yet 

been considered. 

The second model was a data-driven model to 

help quantify the potential benefits of program 

options. The team relied on public government da-

ta and several published studies to model the size 

of the workforce, demand for cyber workers, and 

the gap between those values. Some findings were 

surprising. For instance, the team found that the 

true cyber workforce gap was only in the low tens of 

thousands of workers, much lower than had been 

projected a few years earlier. Most importantly, 

combining the quantitative and influence points 

(pipeline) models produced new insights about what 

interventions might be most effective. For instance, 

the team found that investing in youth-oriented pro-

grams would have an outsized influence on work-

force sizes, and that retraining programs needed to 

focus on adults from outside the information tech-

nology field to close the gap. 
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https://cybered.acm.org/
http://ccecc.acm.org/guidance/cybersecurity
https://www.nsa.gov/resources/students-educators/centers-academic-excellence/
https://www.abet.org/abet-approves-accreditation-criteria-for-undergraduate-cybersecurity-programs/
https://www.abet.org/abet-approves-accreditation-criteria-for-undergraduate-cybersecurity-programs/
https://www.nursing.upenn.edu/nhhc/workforce-issues/where-did-all-the-nurses-go/
http://www.jaas.gr.jp/jjas/PDF/2000/No.11-147.pdf
https://www.isaca.org/go/state-of-cybersecurity-2020
https://www.isc2.org/Research/Workforce-Study
https://cybersecurityventures.com/jobs/


The key to this project may have been in combining 

a model of how a program could intervene in the 

desired outcome with a model that predicted the 

impact of those interventions. Public policy model-

ing is an art worthy its own future article. The key is 

to have a way to explain how new interventions 

would fit into the ecosystem and what impact they 

are expected to have. 

Whether you are expanding an existing program, 

exploring a new one, or trying to influence the direc-

tion of public policy broadly, it helps to (1) have a 

clear articulation of what problem you want to solve, 

(2) evaluate a wide range of options that could be 

pursued, and (3) build a model to understand how 

candidate interventions contribute to your goals. 

This case study shows how each of these steps 

proved valuable to a project exploring methods of 

increasing the size of the cyber workforce. 
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